WOKING BOROUGH COUNCIL
JOB PROFILE
Position:


ICT Infrastructure Manager





Pay Grade:


W7
Team:

Infrastructure Team
Service Area:

ICT

Responsible to:

ICT Manager
Job Purpose:

To lead the Infrastructure team to deliver stable and effective ICT services, in a cost effective way, to support and develop ICT services in line with the Council’s transformation ambitions. This includes developing, maintaining, supporting, and optimizing key functional areas, including network, server and storage infrastructure, data communications and telecommunications systems. The ICT Infrastructure Manager will be also be responsible for implementing security software and procedures to protect the Council’s ICT Infrastructure against cyber-attacks and data breaches. 
Generic responsibilities 
· To provide the service in accordance with the Council’s Vision & Values statements

· To work effectively with colleagues in delivering a high quality service through excellent team working and good communication

· To provide excellent customer service

· To work in a flexible manner and be willing to undertake other duties as reasonably requested including outside of office hours and on call duties.
· To develop, adopt and promote new ways of working
· To manage projects in accordance with the Council’s project management standards.
· To provide second line support for all ICT Infrastructure 
· To ensure that all ICT upgrades/implementations adhere to the WBC change control and asset management procedures
Key areas of responsibility:

Strategy & Planning

· Develop and implement short and long-term strategic plans to ensure the infrastructure and data & communications systems meet existing and future business processing and capacity requirements, in collaboration with the ICT Manager.

· Develop, implement, and maintain, procedures, and associated training plans for infrastructure administration.
· Develop and implement short and long-term strategic plans to ensure compliance with the latest Council security accreditations, published national security standards and best practice to mitigate against cyber-crime and data breaches.
· Participate in the development of ICT strategies in collaboration with the ICT Manager to deliver Council objectives for transformation and future workstyles.

· Conduct research and make recommendations on products, services, protocols, and standards to support infrastructure procurement and transformation.
Acquisition & Deployment

· Assist with the preparation of tenders, contracts, scope of work reports, and other documentation for infrastructure projects.
· Negotiate with vendors, outsourcers, and contractors to secure infrastructure-specific products and services.

· Manage the planning and deployment of infrastructure security systems.

Operational Management

· Manage and set priorities for the design, maintenance, development, and evaluation of all infrastructure systems, including LANs, WANs, Internet, intranet, data security, Wi-Fi, operating systems, Cloud hosting etc.
· Develop, maintain, support, and optimize key functional areas, particularly network infrastructure, server infrastructure, data communications, and telecommunications systems.  
· Test network performance and provide network performance statistics and reports to establish requirements for optimising network infrastructure.

· Test server performance and provide performance statistics and reports to establish requirements for optimising server infrastructure.

· Manage operational costs; conduct near- and long-term financial forecasts for expanded functionality/user base in conjunction with the ICT Manager.

· Establish and maintain regular written and in-person communications with the organization’s executives, decision-makers, stakeholders, department heads, and end users regarding pertinent infrastructure activities.

· Practice ICT asset management, including maintenance of component inventory and related documentation.

· Appraise the performance of each employee reporting directly to the Infrastructure Manager in accordance with the Council’s Behavioral & Skills Framework and actively support them to take ownership of their own learning needs & performance objectives.

· Manage the ICT Infrastructure Team to deliver the objectives and service delivery responsibilities assigned to the ICT Infrastructure Manager

· Monitor compliance with the latest published national security standards, best practice and to maintain accreditation to any recognized standards to which the Council must subscribe
· Data Centre Management
Key Performance Indicators (KPI’s) – to be agreed from Service Plan:
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PERSON SPECIFICATION

Job Title: Infrastructure Manager
	Criteria
	Standard
	E/D
*
	Measure
**

	
Education & 
training
	· Degree level or relevant experience

· Project Management

· Systems or Business Analysis
· ICT Accreditation or relevant experience
· Cyber Security accreditation or relevant experience

· Staff Management Qualification
	E

E

E
E
E

D
	App

	
Experience
	· Highly experienced in supporting Network infrastructure
· Highly experienced in supporting Telephony infrastructure
· Highly Experienced in server and operating systems support

· Highly experienced in Cyber security requirements and monitoring

· Staff Management

· Setting and monitoring performance indicators.

· Running Training Courses
· Giving Presentations

· Disaster Recovery and Business Continuity planning


	E

E

E

E

E

D

D

D

E
	App / Int

	Special Skills
	· Strong knowledge of Networking systems
· Strong troubleshooting skills for network infrastructure.
· Strong troubleshooting skills for telephony infrastructure.

· Good Knowledge of backup and recovery procedures.
· Strong knowledge of TDM and VOIP telephony including Mitel systems
· Good Knowledge of Windows Batch Scripting   
· Good Knowledge of various generic business practices and process flow. 
· Good knowledge of all the MS-Office Tools.

· Good knowledge of Microsoft Cluster Technology 
· Strong knowledge of Microsoft Cloud Services    

· Strong Knowledge of Wireless technology
· Strong knowledge of WAN technology.
· Strong knowledge of mobile technology.
· Good knowledge of Citrix technology
· Strong Knowledge of Active Directory.
· Strong Knowledge of Network Security Systems including Juniper
· Good knowledge of VPN technology.       
· Asset Management
	E
E

E

D

E

D

E

E

D

E

E

E

E

E

E

D

E
E
	App/Int


	
Motivation
	· Self motivated
· Desire to achieve required outcomes 
· Desire to learn new skills
· Facilitate the realisation of benefits on ICT investments                
	E

E

E

E
	Int

	
Personality
	· Ability to work under pressure

· Well organised

· Ability to work well alone and be supportive as a member of a team
· Mentoring and knowledge transfer to others

· Ability to work with staff at all levels within the organisations

· Ability to set reasonable expectations in terms of ICT deliverables                            

	E

E

E

E

E

E
	Int

	
Disposition
	An analytical thinker with drive and enthusiasm to deliver effective and cost effective technical solutions to satisfy customer needs.
	E
	Int

	
Special 
Requirements
	Some evening and weekend may be required.

On-call duties may reasonably be requested for this role.
	E
E
	Int


*E/D - E Essential / D Desirable
** App/Int – App Application Form / Int Interview

Candidate Screening:

Rehabilitation of Offenders Act 1974 applies

DBS Basic level check required
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Woking Borough Council Role Map

Job Title: Infrastructure Manager

Team: ICT
Function: Infrastructure Support 

	Behaviours
	Level required

	Shaping our Future
	3

	Leading our People
	3

	Delivering for our Customers
	3

	Making Change Happen
	3

	Team and Partnership Working
	3

	Communicating Openly
	3

	Performance Management
	3


Please refer to the Council’s Behavioral Framework for examples and indicators of the expected behavior required at each level (this will be attached as a document to each job advert).

